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	Vessel:
	
	IMO Number:
	

	Master:
	
	Signature Master:
	

	Security Assessor:
	
	Signature Assessor:
	

	Date of Assessment:
	
	Place of Assessment:
	

	Trading Area of the Vessel:

	

	Assessment Summary:

	

	Identified Weaknesses:

	

	Counter Measures:

	

	Review of the Ship Security Assessment carried out by the Company Security Officer (CSO) or his Assistant
	Signature CSO /
Assistant:
	

	Acceptance of the Ship Security Assessment by the Company Security Officer (CSO)
	Signature CSO:
	



	The Assessment was Conducted Using Information About:

	
	YES
	NO
	
	YES
	NO

	1. General layout of the Ship
	☐	☐	8. Existing Security Duties/ Drills
	☐	☐
	2. Location of Restricted Areas
	☐	☐	9. Existing Security Equipment


	☐	☐
	3. Location of Access Points
	☐	☐	10. Escape Routes / Stations
	☒	☐
	4. Cargo Spaces Layout and Stowage Arrangements
	☐	☐	11. Location of the Emergency / Stand-By Equipment
	☐	☐
	5. Location of Ship’s Stores
	☐	☐	12. Existing Security Contacts
	☐	☐
	6. Location of Maint Equipment
	☐	☐	13. Existing Security Measures
	☐	☐
	7. Location of Baggage Stores
	☐	☐	14. Tidal Information
	☐	☐
	Other :
	



	On-Scene Security Survey

	1) Key Shipboard Operations

	The following persons, services, and operations have been identified/ evaluated as important to protect

	
	YES
	NO
	
	YES
	NO

	1. Ship’s Personnel
	☐	☐	7. Emergency Response
	☐	☐
	2. Passengers
	☐	☐	8. Cargo and Cargo Operations
	☐	☐
	3. Repair Technicians
	☐	☐	9. Ship’s Stores
	☐	☐
	4. Visitors and Vendors
	☐	☐	10. Communication Systems
	☐	☐
	5. Port Facility Personnel
	☐	☐	11. Security Equipment
	☐	☐
	6. Safe Navigation
	☐	☐	Other:
	

	Number of Crew on board:
	
	Possible Number of Passengers
	

	2) Deck, Engine and Shipside

	
	YES
	NO
	N/A

	1. Are all access points to the ship lighted?
	☐	☐	☐
	2. Are critical and vulnerable areas lighted?
	☐	☐	☐
	3. Is the vessel sufficiently lighted at anchorage?
	☐	☐	☐
	4. Do lights overlap if a light fails?
	☐	☐	☐
	5. Are ship’s sides properly lighted?
	☐	☐	☐
	6. Is it recorded when lights being turned on/ off?
	☐	☐	☐
	7. Who is responsible for turning lights on and off?
	☐	☐	☐
	8. Are sufficient bulbs/ fuses available in spare?
	☐	☐	☐
	9. Are emergency power sources checked regularly?
	☐	☐	☐
	10. Are emergency power checks being recorded on the required forms?
	☐	☐	☐
	11. Remarks:
	

	3) Access Control and Identification in Port

	
	YES
	NO
	N/A

	1. Is a Master key system available onboard?
	☐	☐	☐
	2. Which rooms are part of the Master key system:
	

	3. Who is in possession of a Master key:
	

	4. Who is responsible for issuing keys:
	

	5. What are the arrangements for returning keys when personnel are discharged or leave the ship?
	

	6. How are the security of hatches and doors controlled after completion of cargo operations:
	

	7. Are all portholes/ windows that are not used permanently closed and locked?
	☐	☐	☐
	8. Are all portholes – when not in use – protected against possible intruders?
	☐	☐	☐
	9. Are the bridge doors locked permanently during port stay?
	☐	☐	☐
	10. Are the accommodation decks locked permanently?
	☐	☐	☐
	11. Is the access to the steering gear room locked?
	☐	☐	☐
	12. Are the emergency exits of engine room locked from inside?
	☐	☐	☐
	13. Are lines and anchor chains protected against intruders?
	☐	☐	☐
	14. Are all hatches and their entrances secured by locks or other means?
	☐	☐	☐
	15. Are hold entrance via cranes separately secured?
	☐	☐	☐
	16. Is a gangway watch established?
	☐	☐	☐
	17. What are the arrangements for the gangway watch:
	

	18. Are all non-crew members recorded in a respective visitor log?
	☐	☐	☐
	19. Are visitors escorted when necessary?
	☐	☐	☐
	20. Where is unaccompanied baggage stored?
	

	21. Remarks :
	

	4) Technical Security and Communication Systems

	
	YES
	NO
	N/A

	1. What security alarms are used onboard (eg General alarm, etc) :
	

	2. What internal communication systems are used onboard (eg walkie-talkies, public address system, etc) :
	

	3. What shore communication systems are used onboard?
	

	4. What computer systems and networks are used onboard and how are they protected?
	

	5. What technical security systems are used (eg cameras, detectors etc)?
	

	6. Are all technical and communication systems working and checked regularly?
	☐	☐	☐
	7. Remarks:
	

	5) Critical Security Areas

	
	YES
	NO
	N/A

	1. What are the critical security areas onboard (eg bridge, ECR, steering gear room, air conditioning room)
	

	2. How are the critical security areas checked :
	

	3. Are the checks documents?
	☐	☐	☐
	4. What deck areas are not visible from the bridge:
	

	5. How are areas not visible from the bridge checked when passing high risk areas:
	

	6. Where are the emergency exits, escape routes, and assembly station(s) located:
	

	7. Mark the location of all critical security areas, areas not visible from the bridge, and ship access point:
	

	8. Remarks:
	

	6) Critical Security Areas

	1. Which high risk trading areas regarding piracy/ armed attacks are passed:
	

	2. Which high risk trading areas regarding terrorism are passed on a regular basis:
	

	3. Which high risk trading areas regarding drugs/ weapons or smuggling are passed on a regular basis:
	

	4. Which high risk trading areas regarding stowaways, refugees and asylum seekers are passed on a regular basis:
	

	5. Which high risk trading areas regarding sabotage are passed on a regular basis:
	

	6. Which high risk trading areas regarding environmental extremists are passed on a regular basis:
	

	7. Remarks:
	

	7) Security Measures and Emergency Response Plans

	1. What anti-terror security measures are implemented onboard in high-risk areas:
	

	2. What anti-piracy security measures are implemented onboard in high-risk areas:
	

	3. What stowaway prevention measures are implemented onboard in high-risk areas:
	

	4. What drug smuggling prevention measures are implemented onboard:
	

	5. What security measures are implemented at anchorage in high-risk areas:
	

	6. What other security measures are implemented onboard in high-risk areas:
	

	7. What emergency response plans concerning security are implemented onboard:
	

	8. Are any agreements regarding security with a private security company in place?
	

	9. Remarks:
	

	8) Cargo Security

	1. What type of dangerous cargo is carried onboard on a regular basis:
	

	2. What type of other cargo is carried onboard on a regular basis, which can be a security threat:
	

	3. Where are the above cargoes stowed (e.g., on deck, under deck, etc)
	

	4. Can the above cargoes be accessed from the outside and how:
	

	5. Remarks:
	

	9) Security Training

	What type of security training including emergency response training is implemented onboard:
	YES
	NO
	Interval

	1. Piracy
	☐	☐	

	2. Terrorism
	☐	☐	

	3. Bomb Outrage
	☐	☐	

	4. Fire/ Explosion
	☐	☐	

	5. Others:
	

	6. Others:
	

	7. Others:
	

	8. Others:
	

	9. Others:
	

	10. Others:
	

	11. Remarks:
	

	Other Remarks:

	Past Reports of Security Incidents and security breaches:
	

	Any security threats received:
	

	Security related to deficiencies from Port State Control:
	

	Ship structural changes:
	

	Effectiveness of training methods:
	

	Conflict of interest between Safety and Security procedures:
	

	Last ISPS Internal audit findings:
	No of Observations
	
	Status:
	

	Last ISPS External audit findings:
	No of Observations
	
	Status:
	

	Any proposed changes:
	

	Effectiveness of Ship Security Plan:
	



	
	
	

	Signature of SSO
	Date
	Signature of Master
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